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Abstract: The automotive industry is experiencing a shift to an intelligent and connected paradigm. (Semi-) Auto-
nomous vehicles use a new generation of information and communication technologies to realize a full range of inte-
ractions between vehicles and cloud, vehicles and vehicles, vehicles and roads, and vehicles and pedestrian, etc.
When cars started to become connected computers on wheels, network security became a major challenge, and be-
cause the scope of cyber threats extended from virtual space to physical space, the harm of cybersecurity had risen to
human life. The electronic/electrical structure, in-vehicle network structure, and out-of-vehicle network structure of
intelligent vehicles were introduced, the security requirements of vehicle networks were elaborated, several cy-
ber-attacks against connected-automated vehicle (CAV) were pointed out, the available defense measures against
these attacks were addressed. The advantages and disadvantages of these measures were summarized. Finally, possi-
ble defense measures and directions in the future were discussed to further ensure the security of CAV.

Key words: automated driving, internet of vehicles, intelligent connected-automated vehicle, cybersecurity

ks HER: 2020-02-20; f&[E HHA: 2020-04-03

EEWE: ) AAPHOIRIZEEIIH (No.20180113);  [H5H sl A iR ZEE B I H  (No.2017YFB0803200)
Foundation Items: Guangdong Science and Technology Program (No.20180113), The National Key Research and Developement Pro-
gram of China(No.2017YFB0803200)



e 37

BIERE 2020 £ 4

jilll3

1 3l

Hir, SMAREAf 135 AL TS
s SR LR DR R 94 % 5 B AR,
Horr, fEB oo iR R K. 33
2 AR B L IR R B T AR A S T N R )
A LUARD AT RN Al E ok«

H 20 25 B R 2t R R A I 1 A B 4
B —AUE BB HEA, SEHEARES R
Fas BEHLE 5% L5 N4 %
. BEE 5G HIRMUE A, B BRI E
(connected-automated vehicle, CAV) ¥k & E i
I/ T ARAT LS. 2018 4, TMLAME EALHE
16 (IR CRIBEMIRYIES) PR B =4EAT3)
TR g, #2020 4, EREMH P BIERIA
B 30%LL L, Bram Rl R g (L2) M8
LH] 30%LL ., IR A A TS R 5% 2 i PR B 424
it 2615 51 60% LA P,

ESIN A B 2 BRI D) Re 2 1, VT
TEAR Z AT LR i Bt i, O IRV 4= 24 4K
SELIHMZ%,  JL TR AT AN R AR i b PR B L
WI2% 22 4x . HB) BB DI RES I ANVRSS, — 7
TP B ARAC I S, TS, (RUkIK
WA OR, AESEAATIAE: S — U7, RS
AR — A R LB R UL, AR 4%
BARGATII— DN E Pk i, 752015 4,
Miller #1 Valasek ZFEAAZ T 40 5 V)i 3R
A, DA, WR. R pndilsh, X R
A W4 22 A ORI VR 23 UM 25 Bk 57 1) 224, INITT =
Bold 140 JIAER AR, BEAk, E 2016 4
F12017 4, B HEHE S E 12 2L KNI NR
T AR R ER), DU R I 4 SR 1
AR B ANETE B o 7E 2017—2018 FFEAER) AT
(IS, BHESLR S Z R S (BMW)
B FRERILT 14 AN, FHod 9 AN ZER
H b5 255 34T S Bn IR P B U5 ) CHZ fish 00k N %

), T4 5 AR TR THURRC, it
I A B AR R SE App IBIEE TVRE,
M AREHAT T3 s H/ZE BT S35 . T2 188
DI R SLI AT

BIRUL, CAV ARG, AL B %
WAMNEBAE S =i - & AR — AN ERT L
A, RS G A A G fE R, B
LB, T s T EOT R . B,
BRI 2 AR R BN N2 4, B KRR E
AL 24

e, HARM CAV RGRAEUE
Tff FOEIU D) 28 2 4 ) o IRV AT T[] Ty T 5 2
ARAE CAV R R A EE AT b, H I IS
W WS At I kB g, BT R
B AR B B AT L R BUT AT R 45 4R B Sk By
PO, CAV (12525 i) - AN 4545 4% 1) %2
Ao SEBr b, AEREE KRR A Wl——Munich Re
FE— TR R, 252 8 A 1 Al KU 45 BN
DA 559 [0 N 9 222 40k 3072 3R 4= 1)
HEOREHI. FAANEWNLE, BEZRAENL
Al 64% KR, MATTTE A AT T 6] Y 45 22
Al R, EEMEIITEGE CAV A
) i B AR ek v B 11 vk DA R o g K B
JE bl 451 55

2 BHBWAESIREE

21 B;ER[FENTR

2014 4F, EEVRETREINY4 (SAE) il
T EANEWIRE D RbsE, AR 1. fEE ]
T VR BB 6 ANEES, T LO
CBAT 33 fe) LS (e pshay U,

A TS (dynamic driving task, DDT)
TRAETE i b2 B A9 LA 1 SN R AR AN P 5
FAT R, ARG T W AT AR g, @
R IRGE B E AN s g, Gl AR A
(RTINS DA IR N, 3 1) 0) 2505 o) B P85 1) M




" 4
BVl 5. FREMSRS

« 38«

*1 XERFIRMFSANERSRIRE

Y A/ (SAE) SAE 5& X YEAE BRIEIRE RSSE I R R

L0 KAz ANEBEE, 58P DDT N N A &

L1 20 G 2 B ER B0 J7 1 A SOl i s — i A NS S a3
PUBB N, Hofl DDT #0 i A #EAT 34 RE

L2 @Azt G 2RI Uy S sk i 2 i RS N A oy
YESR B4R, HoAh DDT #8 i AHEAT B4R

L3 %&fFazik  EHEm obD WHEZEMITAR DDT, i RE& RE S oy
P ARG R NPT AT

L4 wEAIM ERER ODD WHAZNZEMITHE DDT, WLl K& RY Ry oy
TN B A N

Ls  SEAHEMb FEPTATEB R Bl E O A S SRR Y RE ARG B

DRI PAT F W 444 . 84T Btk Coperational
design domain, ODD) #5#itid I aiEis17iE
B, IR B 3072 B8 2R 40 1A FH 4 F Aod Y
BRSSO (. S ERIRAR)
., FERES.
22 BEEARERIIRESEH

YEN —F B A B EAT AR MR RE,
CAV WIBRE LRI RAZ» A 3 #7r: I N4
TEHASAT AN IS A . ek ] (5

XTI SR 380 P A1 1S A 858/ A 455 0 A2 By 1) e SR
D CLREMBRIATE (LSEH 42304 B
IR ERE R ) MY A SO IGX 3 2 Tfig,
BETFE T T AZ SRR DReai e, wiE 1
P, BN,

(1) By

AFEHE WG (light detection and rang-
ing, LiDAR). JC&HIGMIFIIIEE TR I SEEHL.
BREN G (global positioning system, GPS).

ey | s AT - HLZh By ) 1)
................... , i A 5
: 1 N FlexRay LR
[ o o e | —
| | "l wismn il
' E > > 3] . =
e | MOT | L _J E R ) AR ]
5 : — L i [FER e
[womeos | TR || & -
V| ABTHRES | e
5 s Jnll ——
: ; . J— IR
: : B
E : L |caN
! o ;
5 i BRI | O
frmmmmmmmmmmmmeees 3 - MOST

e Jom it

1 CAV HhRe4EH



«30.

BIERE 2020 £ 4

5P & #.7C (inertial measurement unit, IMU) /
TR R AL R AR UL . TSD (traffic signalization
detection, AZH(F S KM T ZF. MOT (moving
object tracking, FEENWIAIRES) T HRG. HlE 1
RY. AT RS EERBC ML K S g Of
BEATAE RS, 38R 55 s 24 B
FIDRALE 22 42 T T SR 15 JR

(2) PRIFHRI>

PRI 23 145 5 DA S AT Ik AR A5
SR N i B W e T A R Y oa =P
FErA AL TSD. MOT 485, TR . i
T B RN R 2RI L R AR BB AT
BRI BRI A

(3D AT

PATIB D AN 5. A THRIT L4
PERE, MHT AN ik A T ¥,
AR (R, B RRES) . 3
B HIEE CRAL. W30, EE RS HTEE) . 4= 5 i
FElds (LTS 0T, 555, 12K OBD-1I .
R BB FEHIS (DVD/TV. AHLAS B S
Wi-Fi/4G/5G %) %,

3 MBRZ=BEMSFHERA

3.1 BEEMBCSELTESHT

1 2725 B ATIBR 199 A 4 3 Al S 1R A 2%
PyEL RGN, DA A B T I 4% 2 ) g 5
LYk, ASCEE T CAV St &, ailE 2
B

4;5&%;},‘;;% AM/FM/ TR ™4
X DSRC
Telematics
S OBD-1I VANET
g USB AR

ek

ks y\ 1%%&
WOLEIL
Rk L
HERAL

EVSE

2 CAV Wi &

— )7, B EBIK AR TE, A G
ARG TREBORBE KN R, 420213
ASRBOHE , PT ) HH FR 180 vk B T e R 2
H 272 B A A BE A A e o, IR
AT 1 4247, ARS8k AR (45 4
ARG 757 SR, ST
BREECE VP R BRI B E S, 5%
BR[141A A, B 1 000 AT ARG A7AE 5~20 /M
o BAFB b AR KB 70 2 AT LA Bk 2 A
(IR, X LU TR AT e S BOX A RGN 5
AR W] PR P2 A0

3 —J7 10, B AT 2RI Yk e 2 A4 G A ok
TR MPLH, HE R ST I TR R ERA S
AR AT NN S RE, 5k
WAL WOLE AR ASE, wEE RO
T-BOX . %= N W G551 47 ¢ % » CANL LIN.MOST.
FlexRay H1LLK W 2505 Wi, OBD-I % 1. EV
78 HLFE R USB S84 11 DA B 25 Fih =28 ) 455 1
&, fEBGEE AL BLESZ T LR BRI
Flo ANZEAR 5 HA SR T IR SR, "Eiias T
V2V (vehicle to vehicle, 258 2 44 . V2I (vehicle
to infrastructure, ZEAHF|ILABCE ). V2P (vehicle
to pedestrian, Z-HNE4T A) A V2N (vehicle to
network, ZEHREI L) 8AE . b T S V2 X A,
ZAmldes 7RI C S R g, Bl R
IEEE 802.11p /DSRC F{ AR T o)) i 53 il
RGN C-V2X HEAR. H, Cc-v2x @
LTE-V2X I NR-V2X. 32858 15 1R B K& 424
H 41218 % (vehicular Ad hoc network, VANET)
R 25 b 2 A B O AR, R B 3 R T )
BHGEHEAN . A, BT CAV =6 N H LA
e IS N BEA, EHIm sy B B
I 22 4 KRS 5 = T7 AR IERIR CAV R 48K
BT HE IR AU o
32 HEENMKSEMEZELEEK

PEME S Bv M A ) I Befif 2 CAV 1M



" 4
BVl 5. FREMSRS

<40«

L AR, TR OR AR o 01 22 A Al 2L,
SOIE. SesEtE . RBP4 R
I BT e e 4,

(1 S 5iE

WL RS 2 58 S P T RS
BRI )RR BURAS DA DCEESE . CAV
EHR VAE BRI FAR T 1) 3R 1 7T 58 5 4 56
E. CAV W FIANBIERE N 787> SR IR IE . UK
135 U719 1 5 4y 56 E R CAV P9 351 4 1R 5 4 A IE
2. GUMIEAE RG0S Y BT AT A
R, A b, S GIE T & 5 A RES U5 Il i B F
BRI N . TR NIEZR, %8
FNGy I W i 2 L YRR

(2) SEHEME

Kt 56 M P B R 7R A A oy
WIGERE . 7E CAV Mg, ZCHE T &R 5
TETH R AR Ik P v 2 15 52 21 T g 7 R 3 v
I TPe g i DL S Bt WO B a3 . it
Ab, AR SERENE . PR SE HE b R L
AHLR, TWEARINAAN B A A, W
Hash. A WpSCRIBC /> 4t 85

(3) KA

CAV WZEAaEAN NGy T3k 5 R @
oA B B R FRE PR ERAE R
15 V2V F V21 FREAE R, GRS [ (47
ARG B (Bl A B A R, Xt
5 BT REM B R F R RS P, DR i AT B
FORY o AN, BTGB =07 (BT
N MBS, AR e MR G
BV ) 8 . A P B == R RA B

(4) nf Mk

A HTE B E CAV 22 AR A8 YRR E e SR
B2 B LA R o ZEIE 2 B B A L S
VIR 4, 7R IE R ERAE AT TSR O &
FATH R IIPR e, T SRR e A A e Ao
I P T 0 200 B T BT N T IR L I, B St R e

FFPE. DR, FE BRI AR B % R U4 %
ST FHPEARBE R R, 2 CAV 28— 40 L IR i
it s I el BT 47 LR I 28 1T T
3.3 WMBEMHHR L RIAITE
AT MGAUE/ SR, ATHIPE . sedsebk . Bl i
4 ATTHAGN T 555 B R I 4R AH S R 9 4% 24
i BN BRSNS 5o
3.3.1 GAGE/EAKE BAR E AR
By FLSEERE CAV RZR IR B R, AR
2 2R, A Sybil BaE . BB IGE. w5
PIAEFB RIS . GNSS Wi ss . SarAiEd
T2 rP PRI AT 5 1 TIT ) B I 2368 1l ™ o SR
o Sybil Bl kA — AN M 44 0 g i
BRI G A, 192 b A R
) JF At 2 0 B 0 B 0C ) R 3% A
S T LAY R T AR I ) ks A 1 B
SEEH G, TRV SRR B EVEN .
U, BT R B K AL
LB CAV Ham b n, il RG] fe
R AT B AT AE TS E PR EOIR YL, AITE
AL ZE A o H S R . A T IR
Pk, AT AR LA S A0 A PR o 2% 7 6
5 o afaih gy 1,
o 8B Sk ks B A R R 4 b
WRPK s BRI Gk ™l — A B
H 1 O 5y A N DUSRIUR) 25 ml B i HL 2T
B, FEIXRPE OGN, Mo n] L
8 B AU P U5 Wl BB 18 Ve 1R
A, Bk mT LLJE ik 4 £ o A e )
NFGEEE TR, £k, AR G R R
A B O B0 A5 R K 2 4R SE IR B
iio fF CAV W&, TG A E 7k
TG, B R L G IR VR AN
B RIS BAE S B 5, el LU H
A5 R, HE LA IR S5 Ay
(K1 550 E . Bk R v] B 7 3 A 4= 40



41 .

BIERE 2020 £ 4

KA. Caf@ TV N E B 10
Ji, a0 hnn] DAIE i A B 56 35 1) 4 56
7 SR xR E e PO,
o WYIAEB B R RE A EEA A
FHERLEHAEBFEEELG R, &
A LRI 7 28] LA B,
« GNSS BB Brei 2 A W . H# GNSS
w5 T ARG AL B S . GNSS g 2
] LA | HAl S Y ) s B ety o i o Al
FHEE T e i 5 0 Bk (0 A7 45 5
A AR ik e i,
3.3.2 TRk BAR R H AR R
AT S CAV SRR SK, SRS IT &
G, M4%24: CIA (confidentiality, integrity
and availability, HL#ME. SERMERIWT M) =2
Zrh, MR CAV ARG H AR, &
X e IRV 1) T e BGE s TR EGE . %
K. DoS (denial of service, fHALRSS)
&, DDoS (distributed denial of service, 4343
“uffss) Bat. BRIRBGE . R EIR TS
o TR R K T IUE S LR 8 A5 15
. GPS. ik, WOLEIA. TR LA
PRI A b 5 B B 302 SR R IE
WIS, XL A S 226, W
A 5 ML A E I TR Xt
TR BAT—E Pk, WE IR
FAT N 22 A JEK s Bt b 5 D ik B
Bk i 2071
o CEEPATEGER AR WA R
AR TTE AR PR A . BRI
PR L0 B AT B KIS, T 2R
SER AT, I HE R FHRETR, Bt
it DR M) BB R R AT 1
WUR AR T Ot (R SE BT SR OF e e 1
WA, WS ARAR RS, SR
W FEOTESRE, — ek, nTLAE A

FHSG R AN B KRR A BT

+ DoS ¥ DDoS X iliif il ] CAV 15 B ARG Kk

DR B S E s, FELIT 4= A s I 2 (49
W CAN B £k) F/sk Ah k2% (5l an
C-V2X), LMEZRGIEIE St Rss, %
Wk 38 1 N A R G A DA B R G
FPEM ™ 2 — o — BT LR &
PYBGAE B K d . NARASIN & 7 ZE W56 1
HHt,

o MRIABGT . AR B, Bl AR

By oy AU B H M, iR I ST,
NI B T A SRR S22y Bk
RE NS FLLIT 2230 2 TR (045 8, R B 547
TP CAV Z IR SR AR, )R AL
i T RE R X T CAV A i A5 OF
ARAFINAL e PR BT T LAl 2 oy 2%
filt: SINAEEHLED; Hlass I ar DAE R
2SI, DRI AT A4,
MRS AR R I 2 A (1

« HEEBHTT . SEIR I B S RS IE

AR, RERRX TSRS, W
SR Jo P10 3 0 BE 1 1M 7 7
IR

333 HdB AP BB AE S BAR F AT R
Wik, JUHE IR i G 6 1 ik
A LA T O B i R A . Dk, BT
75 LA X B S B v (R By, DA SIREAT 2 A1)
WA AV B
o Ohid s Bl Sybil Bk a] LAB ARyt (s

BB — A1 BradiE vy DUE R EA
K TEHNI M Dy (5 BARA, AbA ik nT
DI A AT O 3G A5 R e, IR Bl
ST AU RAG, PrEARTBE S
AT iy Hb AR g A AU, 3K
o ek dds m DU AR AR S, i SR
BREVGAE SR T K T e ik



¥
YN i EER5RS .42 .

e, BRI SAEATAGE R AT LA JSObn s R 2 4 e £ SR e o 7 6 it
B o SR AT B 2 2 AN R 1 o DT BT T PR et U o 4 A R B

5 FERFR A I B AT B A
FA T R BdE gk VENE AT BHER,,
M A S AT AR T FeA Y A A
I, R AR ERR . AT UE TS
I IRV 22 A3 A Ay L B b

Db ity SR Phits 5 1y 3R A X R 4t
v e Fln— BRI RS
B, AP ) A G L R A
S o A R AL B 56 UE T RE
I I B () 742,

Hee By Ak o] LU I A
J R AR R HEAT IRy . R X 5K
R AL IR AR i B

R XIVRAENTRM A kU, BT AR iR
Ji 3 5F B CAN ¥ 52— R el edt,
M T E B ATE )RR, O T SR
ORI REAT 19 V2V Il (5 25 ) 52 257 Wr B
A2, AT EAN S Rl P, (E A
5 RS MER . AT LMEH 22 4id {5 ks (5T .
PRI S, R =l if
FEECE FH IS B . Garcia 25— A
40 T L H B AR H B 4280
MG S, ZEaid Bt &,
BRI SR H bR 4= H L )4 B0 5, BE AT
RS H AR XA R IE T R R
U 1 ACKYRZE, TLCRH S g sy

3.3.4 ARE/FaFAEEBADFE AR ES QR AE/ E ey AL e
CAV AT E . BIREATIE R G820 4 SR 2 o o} 5 B 9 BBV 2 1R BB Bk SRl — AN N
BN RS, REFBUNREM # 45 AR L 524k . W 2,

R2 EEEMBCSEBU R IR

Kk JEYE B it BHHR
Sybil BHAAIE sEebE IETTH S SR HINTT R [17-18]
'8 Bk SONE. et HEEA . SIS [19-20]
BT AL ek BOHAIE. SEREPE SEG MBI T & [21-22]
SR Bk SOHNE. Rt N T SEF0 B B UE [23]
DoS/DDoS il ATHITE S B AE SHRIUETT SRS K I AN N AE 773 [25]
TG ATHTE . sEsd BCEICRTME, ARG [26]
BRI ATHRE SR TR T AT 5 [27]
TR A e el SEBUE FETHLESE S BB EAT AR [28]
SEIB I ATFITE . S AIE 283k AR BAIE B T I i [29]
Dt = B SEREVEL WHIPE. BOMAE MBS METER R [18]
T SEAEVEL S AILE AEFIF S, I TR A 2 A A [30]
R G SEHEME . S OrAE ETRRAT A RN B 43 56 [31]
G SEMEYEL WA A IR AL )V B [29]
LG U S ATE INE T, WA R B AL [31-32]
P PUEETE. SR METT R SRIIE [33]




e 43

BIERE 2020 £ 4

4 REHM

X CAV I 28 224 RV 1) 0 T 75 kB T
RS NI i LN Tk i S AVAS RN T3 ( N
B BRI

W 2% 2 B AR TR B T %, LA ER
TAFIK) CAV W&% 224 EEAE 4 R AT (2
R 2 4 B R 5 hRUE R JEASIAUTTRIR Y (2019))
P A R A0 9 e A vr vk bdEAERE . HoR
BT TR AT RS0, 2% 0k[35] 4
WO Y N soes A2 H 3 2 R A R IR IR
22 SCHR[36) 5 ORI 4% 2 4= HE 44 48 it 1 33k 22
BRI

H 2016 4Lk, K EE GBI/t
L (Auto-ISAC) — HAELEY— RV M 45224
TSR, O STV AR A 44 4 A SRR AR 5
WA R 2% 224 5y (ENISA) KA T & e a4
LTSS B o IR LS RS th T AR R4, KRS
AR ARSI MR etz ae b, iR
W EN IR I W% e 2 s, B
AN BE DL K IEAS CAV Ay A 1T 76 XU 7 B
b B REVR AR D B S s, SR
BN BT, AHE Nt i R 1 ] Bt

TR EEAT Mg 2 4 M o i e BT, lid i
i, AETT AR BOEAT B iz B A 2 4 vp
fiti, ST BUMMEIR IR LU S T g % (1 Bk
A ORI LU BGHT A DGR TR 45

BeE, n Yan SEEUFTR L, AR AT 19 4
LATRVUEI CAV W42 A1) Sk ) . AT
E TERRVEAR P 28 2 4 AU VD BE 70 7 T A7 AE 22 57
11 23%M N IERRAL T AN B 1K B 2% 22 42 5
% AT 4% N a] LUERAAL B 90% (1) /) 45 %
oW S v P = R AR R g X SR I RS D N &
B E AR I A AT A OGP 2 g 5y A
EAE R m, e SR S 2 BB —ATF
JBCERIAIT 5 i 5L A2 G AR i) 2% A g T I 28 ) 2% 22 4
(i) AU LA B e sk NATTIEAT A G 1K) X 4% 2 4 1) B
WANERE .

5 REKATIE

PURPLIEM L LR T A, ok
I R IBEI AR o BT 4 2 O
BEGRE P DS R R B
VRS I B I R
2t

SRR IR, BRI

F3 BREMBOIEMBERERRRHTIE

ARKTT 1] WL R

LB 2z A0 W) 2% 24— Al CAV 24 FI N M The 4. WS — b veit Ik sk

WL R MW E SRR, AEESAS AR R R RE ST, BOGE 0-Day S5 AN M 25
CAV [ 2% E45 4 BT UETE P RG R G . BRI (L4 R4

AREA CAV &% 224 QTR 2 1R Z A IR I 2% 22 4R, SR RESIE A 20 I

X e A DXHRBERT CAV ) 2% 17 ] 7 I 5% 2 A= i ik

HEJOMEEA WAL CAV (Rt S I I I A e 2 s DR AR

RIESE TP PR BERARGESATTI VB AR RN R 275
MR e Z MRS 5T CAV IR E 2 4 b ¥ %%

e R e AR PR A 72 SOV £ S0 00 208 A AR D 2 1) 1 34K

5G FREMBA G

FIN 5G HRJG I CAV &% 22 4251




-~
e sHRSE:

44 .

REFRAF AR ILIE AT o b FLARAT b 0 4 246 22 4
BORWFFTAILE, - BE W RV 1R 199 4% 22 4R 5T )
WIS 2D, G E0T R st iR 2, A
A T Ry, AR 3.

Sk

[1] Autoliv innovation and research[Z]. 2019.

[2] Waymo. On the road to fully self-driving[R]. 2017.

[3] TolAMERALHS. FFBEM CRIBEMIBRR T PR RT3
KI[R]. 2018.
Ministry of Industry and Information Technology. Action plan
for the development of the connected car (smart connected car)
industry[R]. 2018.

[4] MILLER C, VALASEK C. Remote exploitation of an unaltered
passenger vehicle[R]. 2015.

[5] NIE S, LIU L, DU Y. Free-fall: hacking tesla from wireless to
CAN bus[R]. 2017.

[6] CAI Z, WANG A, ZHANG W, et al. 0-days & mitigations:
roadways to exploit and secure connected BMW cars[R]. 2019.

[7] See “Hacking smart car alarm systems”[Z]. 2019.

[8] PARKINSON S, WARD P, WILSON K, et al. Cyber threats

facing autonomous and connected vehicles: future challenges[J].

IEEE Transactions on Intelligent Transportation Systems, 2017,
18(11): 2898-2915.

[9] Techcrunch. Why a cybersecurity solution for driverless cars
may be found under the hood[Z]. 2017.

[10] Society of Automotive Engineers International. Taxonomy and
definitions for terms related to on-road motor vehicle automated
driving systems[Z]. 2014.

[11] KATO S, TAKEUCHI E, ISHIGURO Y, et al. An open ap-
proach to autonomous vehicles[J]. IEEE Micro, 2015, 35(6):
60-68.

[12] LYU X, DING Y, YANG S H. Safety and security risk assess-

ment in cyber-physical systems[J]. IET Cyber-Physical Systems:

Theory & Applications, 2019, 4(3): 221-232.

[13] EL-REWINI Z, SADATSHARAN K, SELVARAJ D F, et al.
Cybersecurity challenges in vehicular communications[J]. Ve-
hicular Communications, 2019: 100214.

[14] LIBICKI M C, ABLON L, WEBB T. The defenders dilemma:
charting a course toward cybersecurity[Z]. 2015.

[15] Survey: securing the modern vehicle[Z]. 2019.

[16] DE LA TORRE G, RAD P, CHOO K K R. Driverless vehicle
security: challenges and future research opportunities[Z]. 2018.

[17] RABIEH K, MAHMOUD M M, GUO T N, et al. Cross-layer
scheme for detecting large-scale colluding Sybil attack in VA-
NETs[C]//Proceedings of 2015 IEEE International Conference
on Communications. Piscataway: IEEE Press, 2015: 7298-7303.

[18] BHAVESH N B, MAITY S, HANSDAH R C. A protocol for

authentication with multiple levels of anonymity (AMLA) in
VANETSs[C]//Proceedings of the 27th International Conference
on Advanced Information Networking and Applications Work-
shops (WAINA). Piscataway: IEEE Press, 2013: 462-469.

[19] MOKHTAR B, AZAB M. Survey on security issues in vehicu-
lar ad hoc networks[J]. Alexandria Engineering Journal, 2015,
54(4): 1115-1126.

[20] WASEF A, SHEN X. EMAP: expedite message authentication

protocol for vehicular Ad Hoc networks[J]. IEEE Transactions

on Mobile Computing, 2013, 12(1): 78-89.

DIMITRIOU T, ALRASHED E A, KARAATA M H, et al.

Imposter detection for replication attacks in mobile sensor net-

works[J]. Computer Networks, 2016(108): 210-222.

[22] SEO S H, WON J, SULTANA S. Effective key management in
dynamic wireless sensor networks[J]. IEEE Transactions on In-
formation Forensics & Security, 2015, 10(2): 371-383.

[23] PSIAKI M L, HUMPHREYS T E. GNSS spoofing and detec-
tion[J]. Proceedings of the IEEE, 2016, 104(6): 1258-1270.

[24] CHEMINOD M, DURANTE L, VALENZANO A. Review of
security issues in industrial networks[J]. IEEE Transactions on
Industrial Informatics, 2013, 9(1): 277-293.

[25] THILAK K D, AMUTHAN A. DOS attack on VANET routing

and possible defending solutions-a survey[C]//Proceedings of In-

[21

—

ternational Conference on Information Communication and Em-
bedded Systems (ICICES). Piscataway: IEEE Press, 2016: 1-7.
YAN C, XU WY, LIU J H. Can you trust autonomous vehicles:
contactless attacks against sensors of self-driving vehicle[Z].
2016.

SHUKLA D, VAIBHAV A, DAS S, et al. Security and attack

analysis for vehicular ad hoc network: a survey[C]// Proceed-

[26

[}

[27

—

ings of International Conference on Computing, Communica-
tion and Automation (ICCCA). Piscataway: IEEE Press, 2016:
625-630.

[28] PATHAN K. Security of self-organizing networks: MANET,
WSN, WMN, VANET[M]. Boca Raton: CRC Press, 2016.

[29] SAMARA G, AL-RABA’NAH Y. Security issues in vehicular
ad hoc networks (VANET): a survey[Z]. 2017.

[30] BHARGAVA B, JOHNSON A M, MUNYENGABE G I, et al. A
systematic approach for attack analysis and mitigation in V2V
networks[Z]. 2016.

[31] LIU J, SUN W, SHI Y P. In-vehicle network attacks and coun-

termeasures: challenges and future directions[J]. IEEE Network,

2017, 31(5): 50-58.

LI K, VOICU R C, KANHERE S S, et al. Energy efficient

legitimate wireless surveillance of UAV communications[J].

IEEE Transactions on Vehicular Technology, 2019, 68(3):

2283-2293.

[33] GARCIA F D, OSWALD D, KASPER T, et al. Lock it and still

lose it—on the (in) security of automotive remote keyless entry

[32

—

systems[C]//Proceedings of 25th USENIX Security Symposium.



e 45

BIERIE 2020 5 4 #

[S.l:s.n.], 2016.

[34] "PEEAE 2. BRI 2 A BOR 5 bR e A v i
[R]. 2019.

China Institute of Communications. Frontier report on devel-
opment trends of telematics security technology and stan-
dards[R]. 2019.

[35] LIM H S M, TAEIHAGH A. Autonomous vehicles for smart
and sustainable cities: an in-depth exploration of privacy and
cybersecurity implications[J]. Energies, 2018, 11(5): 1062.

[36] BURZIO G, CORDELLA G F, COLAJANNI M, et al. Cyber-
security of connected autonomous vehicles: a ranking based ap-
proach[C]//Proceedings of the 2018 International Conference of
Electrical and Electronic Technologies for Automotive. Pisca-
taway: IEEE Press, 2018.

[37] Auto-ISAC. Automotive cybersecurity best practices—executive
summary[Z]. 2018.

[38] YAN Z, ROBERTSON T, YAN R, et al. Finding the weakes
links in the weakest link: how well do undergraduate students
make cybersecurity judgment?[J]. Computers in Human Beha-
vior, 2018(84): 375-382.

[39] NOY I Y, SHINAR D, HORREY W J. Automated driving:
safety blind spots[J]. Safety Science, 2018(102): 68-78.

[40] BRiliks, $H43%, WA, 45 LTE-V2X ZEERFIBAR . brvt 5
). HfERIE, 2018, 34(4): 1-11.

CHEN S Z, HU J L, SHI Y, et al. Technologies, standards and
applications of LTE-V2X for vehicular networks[J]. Telecom-
munications Science, 2018, 34(4): 1-11.

[41] YAN Z, ROBERTSON T, YAN R, et al. Finding the weakes
links in the weakest link: how well do undergraduate students
make cybersecurity judgment?[J]. Computers in Human Beha-
vior, 2018(84): 375-382

({E&E R

FEEIE (1975- ) , W, LER¥EEE.
TR, RS 0 5 R e A
i, BRERAMNBK LA, BFME%E. KK
W50 45, b SCUEI K& 30 4x5%;
ERWIEF 39 T (AL 29 D+ AFFHR
BE 3P WA GRS R
S N AR,

BEETE (1975- ) . W, MR
e R TR, L SR A A

= TRERARAT T O 5K B8 P 2 H R T
;;' M TREDTFTH LD B EAE, ImAR ST k

JEFL AT, BHEABORTS “8637 T Bla
PR, FHRERLIER, LRt
AR JEE IR “+ =007 “HPII” BoR
PORLE 5K KHINGIEAE i R4 R R MK Hodia ot
FOTRTAR, TZRIITT R A TR 5G #A.

ERA (1991- ) , &, f+, Bl
SN BCIRIN, 3 EETT 7 n) ok 19 4% 00 &
A, YIRS S ML, B REIRENEIAR .

FTiFE (1990- O , 5, fHlit, BRI
FIHLEE BRI, 2 ZRE T 1R oA A B
M A S R FARY .

KBNS (1990- ) , 55, WL, Rigwii
ARV TARERF T AL (R S M 2 A
SN TRERFST L) BUBERFST O, 2 A
FOT S BIRERIS . LLlfE. ZHBA
DA RS R 2R,

@A (1982- O, 4, i, o EE RGP R A
T 2 e AU R AT g LRI, = L R A
M 2R DR w5 RS AR e A AR
FRUERTEZE T A



	4-20127-N›ð.pdf

